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Eldiru Unsoed and various other academic information systems are 
important digital assets that are susceptible to cyberattacks, and 
traditional rule-based Web application firewalls have detection flaws. It 
has been demonstrated that the typical ModSecurity system with Core 
Rule Set (CRS) only has a recall of 5.34%, meaning it misses most real 
assaults and leaves security holes. To address this issue, this paper 
creates a detecting system based on the Random Forest algorithm. The 
Eldiru Unsoed system's Nginx server logs from December 2024 to 
January 2025 provided most of the training data, which was then 
verified using the publicly available CSIC 2010 dataset. The model was 
created by developing hybrid features that incorporated lexical analysis, 
CRS rule context, and N-grams to categorize online traffic based on the 
log analysis. According to the assessment findings, the suggested 
Machine Learning-Random Forest (ML-RF) model increases F1-Score 
from 10.10% to 80.00% and recall from 5.34% to 72.00%. While 
keeping precision at 91.00%, this improvement in metrics shows that 
machine learning integration results in a more balanced and dependable 
cyber defense system to handle the difficulties of contemporary threat 
detection in safeguarding digital assets. 
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1. INTRODUCTION 

The increasing frequency of network assaults 
necessitates research, comprehension, and advancement of 
more potent security defense systems.  Every company, 
industry, and governmental level need network security 
solution to guard against the growing threat of 
cyberattacks.  Network security requirements must be 
adjusted to the organization's current demands since no 
network is impervious to cyberattacks and there is a 
growing need for more dependable and efficient network 
security solutions to safeguard client and company data [1]. 
Several approaches have been put out to deal with and 
classify network traffic attacks.  The first method is port-
based, meaning that the Internet Assign Number Authority 
(IANA) must choose port numbers from a file.  However, 
because of the growing number of applications and faulty 
ports, this approach has not worked. Moreover, 
applications that do not register their ports with IANA or 
that use dynamic port numbers are not covered by this 
technique.  Another approach that has been proposed is the 

payload-based approach, also referred to as Deep Packet 
Inspection (DPI), which looks at and compares network 
packet contents with a database.  Although it doesn't 
function with network apps that use encrypted data, this 
method yields more accurate results than port-based 
techniques [2], [3]. 

One of the most prevalent and harmful kinds of attacks 
is DDoS, which can stop authorized users from using 
network services.  DDoS assaults can be used to target 
servers by overloading the network with traffic, which can 
deplete its resources.  Additionally, the Internet of Things 
era has made many gadgets capable of connecting to the 
Internet.  As a result, attackers can conduct several DDoS 
assaults using many bots from different places.  It is 
challenging to detect DDoS attacks that are executed by bot 
devices. These attacks also rapidly deplete network 
resources. Serious DDoS assaults may damage a 
company's reputation and cost it up to £100,000 per hour. 
Channels for communication between the controller and 
the application layer or between the controller and the open 
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flow switch are among the layers of SDN that might be 
overloaded by DDoS assaults. The entire network will shut 
down immediately if a DDoS assault destroys SDN since 
it has a single point of failure [4], [5], [6], [7]. 

Cyberattacks have also targeted web apps, which are an 
example of technical development.  As online applications 
have become more widely developed and used, attacks on 
the web have become more frequent and more severe.  In 
2018, 953,000 online assaults were prevented daily, up to 
611,000 the year before. According to the Open online 
Application Security Project (OWASP), injection 
vulnerabilities continue to be the most prevalent in online 
applications.  Cross-Site Scripting (XSS) attacks are now 
classified as injection attacks, even in its most recent 
version [8], [9], [10], [11], [12]. The loss of integrity 
brought on by cyberattacks causes agencies to incur extra 
losses in the form of substantial recovery expenditures.  
Any action that damages system owners on computer 
networks, including disruption, data theft, and destructive 
activity, is prohibited and subject to legal action.  Evidence 
discovered by network forensic techniques can be used to 
penalize offenders [13], [14]. 

Forensic investigations, which use IDS logs and attack 
notification systems, are commonly carried out by 
investigators using network monitoring systems like IDS.  
When suspicious behavior occurs on the network, intrusion 
detection systems (IDS) monitor it, alert users, and 
promptly report it as a warning.  Digital signatures are the 
basis for most intrusion detection systems.  Many mistakes 
are made in detecting assaults because of the fluctuation in 
network traffic, which causes an increase in alerts because 
of the non-stationary nature of data flow in the network to 
create and respond to rising alerts [15], [16], [17].  

Techniques for data mining and machine learning are 
crucial for identifying and categorizing cyberattacks.  
Developing methods to recognize and detect novel forms 

of assaults and helping investigators analyze evidence in 
network forensics may be possible using machine learning.  
Numerous studies on machine learning have been carried 
out in a variety of fields [18]. this method gives network 
devices anomaly-based intrusion detection capabilities 
[19], [20], [21], [22]. Due to machine learning's quick 
progress, several approaches with unique benefits and 
drawbacks have emerged that may be applied to a range of 
situations.  Random Forest is a tree-based ensemble 
learning method that performs classification by 
aggregating the predictions of multiple decision trees, 
making it robust to noise and suitable. 

The difficulties experienced by digital forensic 
investigators who have been looking into digital evidence 
using traditional techniques may be resolved with the 
introduction of machine learning.  These difficulties 
include dispersion, heterogeneous data, and massive 
volumes of data that are too big for people to analyze 
rapidly [23], [24]. By helping investigators handle vast 
volumes of data more rapidly, this technology can help 
them spot issues in accidents more rapidly and efficiently 
[25], [26], [27]. Using Random Forest (RF) in attack data 
categorization, the research seeks to aid network forensic 
investigators while conducting investigations and 
maintaining digital evidence. 

2. RELATED WORK 

Table 1 displays the various machine learning and deep 
learning approaches have been applied for cyberattack 
detection in different environments such as IoT networks, 
web applications, and next-generation networks. However, 
most studies focus on specific attack types such as DDoS, 
botnets, injection attacks, or malicious scripts. 
Additionally, several approaches rely on complex deep 
learning models that require high computational resources.

TABLE 1. RELATED WORKS 
Ref. Author(s) Method Used Research Focus Limitation / Research Gap 

[2] Kim & Cho 
(2021) CNN-LSTM + PSO Network anomaly detection Focuses on deep learning optimization but does not address forensic 

investigation or online learning network environments. 

[3] Gupta et al. 
(2021) LSTM-based IDS Intrusion detection with class 

imbalance 
Concentrates on IDS performance improvement but lacks application in 
specific infrastructures such as online learning systems. 

[4] Song et al. 
(2020) Bidirectional LSTM Malicious JavaScript detection Limited to web-based script detection and does not cover broader 

cyberattack classification in network infrastructure. 

[7] Amaizu et al. 
(2021) 

Composite detection 
framework DDoS detection in B5G networks Focuses only on DDoS attacks in next-generation networks and does not 

consider multiple attack classifications. 

[8] Luo et al. 
(2021) 

Ensemble 
Classification Web attack detection in IoT Designed specifically for IoT environments rather than network 

infrastructures used in online learning platforms. 

[10] Xu et al. 
(2022) Policy-based defense XSS attack mitigation Focuses on mitigation mechanisms rather than classification of various 

cyberattacks. 

[15] Reddy & 
Rudra (2021) 

Recurrent Neural 
Network API injection attack detection Limited to injection attacks and does not address general cyberattack 

classification. 

[17] Mihoub et al. 
(2022) ML-based detection IoT DoS attack detection Primarily targets IoT environments and focuses only on DoS attacks. 

[25] Kebande et al. 
(2020) 

Supervised Machine 
Learning Digital forensic investigation Discusses the importance of ML in forensics but does not propose a 

specific classification model. 

[12] Azhari et al. Random Forest Botnet detection in IoT networks Focuses on botnet detection only and does not explore broader 
cyberattack classification in learning system networks. 

Our Wibowo et al. CRS, Machine 
Learning-RF 

Broken Access Control, Security 
Misconfiguration, Injection 

Proposes a Random Forest-based cyberattack classification approach to 
support efficient detection and forensic investigation within online 
learning network environments. 

Limited research has explored the use of Random 
Forest for multi-class cyberattack classification in the 

context of online learning system network infrastructure. 
Therefore, this study proposes a Random Forest-based 
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cyberattack classification approach to support efficient 
detection and forensic investigation within online learning 
network environments. 

3. METHODOLOGY 

Two data sources were used in this work to train and 
assess the attack detection model.  The access.log file of 
the Nginx web server hosting the Eldiru Unsoed system 
served as the main source of data for model training. The 
data was collected between December 1, 2024, and January 
31, 2025.  Ten million entries were chosen at random from 
a total of 77 million.  After that, this sample was run via a 
replay simulation script to produce an audit.log file from 
ModSecurity. This file served as the final training data as 
it was enhanced with security context, including triggered 
rules and anomaly scores.   

The ECML/PKDD 2007 Challenge and the CSIC 2010 
Dataset are two well-known public datasets that are used 
in this work for testing, assessment, and data enrichment.  
These datasets function as ground truth, already labeled 
with attack and regular traffic. The selection of both 
datasets was based on their complementing features. The 
CSIC 2010 Dataset is well-known for including tens of 
thousands of actual HTTP traffic, encompassing both 
typical traffic and different kinds of cyberattacks. This 
makes it appropriate for assessing performance in real-
world situations.  In the meanwhile, the ECML/PKDD 
2007 Challenge offers a dataset created especially to 
evaluate anomaly detection skills, which makes it a reliable 
standard for gauging how sensitive a model is to 
unexpected behavior. Partitioning this available data was 
part of the research process.  The remaining 30% was kept 
as a holdout set to perform objective final performance 
assessment of the model, while the remaining 70% was 
utilized to enrich the training data with other attack.  

 
FIGURE 1. RESEARCH METHODOLOGY 

The main goal of this study is to evaluate how well ML-
RF detects cyberattacks. Automatic detection, system 
monitoring, and anomaly analysis are all part of control SI-
4 (System and Communications Protections), which is the 
architecture outlined in NIST SP 800-53 Rev.5.  The NIST 
SP 800-53 Rev.5-based methodology is used in this study 
to examine how well the two systems identify cyberattacks.  
The accuracy and efficacy of detection were tested 
utilizing assessment measures such the Confusion Matrix, 
Precision, Recall, False Positive Rate (FPR), and F-1 score. 
Figure 1 depicts a sequence of steps that make up the 
research flow.   

From the total of 77 million HTTP requests collected 
between December 2024 and January 2025, a random 
subset of 10 million requests was selected. After feature 
enrichment and labeling, the dataset was partitioned into 
70% for training and validation and 30% as a holdout test 
set. Public benchmark datasets were used exclusively for 
training enrichment and external validation, ensuring no 
overlap with the holdout test data. All splits were 
performed at the request level, and no duplicated requests, 
sessions, or derived artifacts were shared across partitions, 
thereby minimizing the risk of data leakage. 

4. RESULT AND DISCUSSION 

Cybersecurity is a fundamental requirement for modern 
universities, where critical academic and administrative 
services rely heavily on web-based information systems. 
For universities like Jenderal Soedirman University 
(Unsoed), cyber security is essential to safeguarding the 
availability, confidentiality, and integrity of digital 
information assets.  The Eldiru information system, which 
is safeguarded by the ModSecurity Web Application 
Firewall (WAF) using conventional OWASP Core Rule 
Set (CRS) rules, is one of the important assets that is the 
subject of this investigation. This setup exemplifies 
standard procedures used in the cybersecurity sector to 
counteract online threats. However, a major operational 
problem was found during the practical testing of the 
conventional ModSecurity-CRS implementation in this 
study.  The test results demonstrate that, despite their great 
accuracy, rule-based detection systems have a relatively 
poor recall rate (5.34%), as will be discussed in more depth 
in Sub-section 4.5.  According to this, over 94% of real 
attacks go undetected, which is a catastrophic weakness 
that renders the system unreliable for complete security. 

WAF is a passive system against most attacks because 
of this recall flaw.  Its capacity to proactively detect 
assaults is somewhat restricted, despite its great blocking 
precision.  This implies that the Eldiru system is still 
susceptible to several undiscovered attack methods that 
may be used against it without the defense system issuing 
any alerts. The research developed a way to address these 
findings by incorporating machine learning to increase 
detection accuracy. To make more contextual classification 
judgments, the Random Forest algorithm is used in the 
hybrid detection module, ML-RF, which is the suggested 
method.  To achieve a more balanced and useful security 
posture, the primary goal of this research is to develop, put 
into practice, and empirically assess a system that can 
significantly reduce false positives while retaining efficient 
detection capabilities against real attacks. 
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While the proposed ML–RF model significantly 
improves recall, this gain is accompanied by an increase in 
the false positive rate from 0.23% to 6%. In operational 
WAF deployments, particularly in academic 
environments, elevated false positives may disrupt 
legitimate user activity, such as students and lecturers 
accessing learning systems. The methodological design 
was followed, and the data gathering procedure was 
completed satisfactorily.  Eldiru Unsoed's internal server 
logs and common public datasets served as the two primary 
sources of the study data.  Three primary data sets were 
generated by this method and utilized in the study: public 
dataset partitions for testing and training data enrichment, 
and raw Nginx log samples that were then processed 
through simulations to yield audit.log data. This trade-off 
highlights the need for threshold tuning and cost-sensitive 
deployment strategies. In practice, the ML–RF module can 
be used as a secondary detection layer to prioritize alerts 
for analyst review rather than immediate blocking, thereby 
balancing security coverage with service availability. 

The Nginx web server hosting the Eldiru system's 
access.log file served as the main source of data for model 
training.  A random sample of 10 million entries was 
selected for the study from a data set of 77 million entries 
that were captured between December 2024 and January 
2025.   The purpose of this sampling is to lessen the impact 
of the computational resources' limits when processing the 
complete data set. A sample of the data set gathered during 
the data gathering phase is displayed in Table 2. A 
particular attribute of an HTTP transaction is represented 
by each column in Table 2.  Table 3 offers thorough 
justifications for every attribute.  The script does not use 
all 18 characteristics from access.log when simulating 
traffic replays. Rather, it uses the following essential 
properties to create a fresh HTTP request:  Host, User-
Agent, Referrer, Client IP (included in the X-Forwarded-
For header), and Request Line (which includes the method, 
URI, and HTTP version).

TABLE 2. EXCERPT FROM THE ELDIRU DATASET 

Number 1 2 3 4 5 

Cache Status MISS MISS MISS MISS MISS 
Upstream Length 276 276 276 564 564 
Upstream Time 0.001 0.0.001 0.001 0.000 0.000 
Upstream Status 403 403 403 200 200 
Upstream Address 172.26.6.100:8000 172.26.6.100:8000 172.26.6.100: 8000 172.26.6.100: 8000 172.26.6.100: 8000 
Request Time 0.001 0.001 0.001 0.000 0.000 
Server Name eldiru.unsoed.ac.id eldiru.unsoed.ac.id eldiru.unsoed.ac.id eldiru.unsoed.ac.id eldiru.unsoed.ac.id 
Host eldiru.unsoed.ac.id eldiru.unsoed.ac.id eldiru.unsoed.ac.id eldiru.unsoed.ac.id eldiru.unsoed.ac.id 
X-Forwarded-For - - -   

User-Agent 

Mozilla/5.0 
AppleWebKit/537.3

6 (KHTML, like 
Gecko; 

 
Mozilla/5.0 
(X11; Linux 

x86_64) 

Mozilla/5.0 (X11; 
Linux x86_64) 

AppleWebKit/537.36 
(KHTML, like Gecko) 

Mozilla/5.0 (Linux; 
Android 14; 

V2327 
Build/UP1A.23100

5.007; wv) 

Mozilla/5.0 (Linux; 
Android 14; RMX3630 
Build/UKQ1.230924.00

1; wv) 

Referrer - - - -  
Response 276 276 276 564 564 
Code 403 403 403 200 404 

Request Line 
GET 

/course/view.php?id=3
28 77 HTTP/1.1 

GET 
/.env.develop

ment 
HTTP/1.1 

GET /.env.old HTTP/1.1 

POST 
webservice/rest/ser

ver.php?moo 
dlewsrestformat=js

on&wsfuncti 
on=tool_mobile_cal

l_external_f 
unctions HTTP/1.1 

POST 
/webservice/rest/server.ph

p?moo 
dlewsrestformat=json&ws

functi 
on=core_enrol_get_enroll

ed_use 
rs HTTP/1.1 

Timestamp 19/Feb/2025:08:15:30 
+0000 

22/Jan/2025:14:30:
15 +0000 

05/Feb/2025:23:59:01 
+0000 

07/Jan/2025:11:11:11 
+0000 

28/Feb/2025:00:05:45 
+0000 

User Client  - - - - 
Log Name Client - - - - - 
IP Client 52.167.144.147 178.128.109.236 178.128.109.236 36.73.35.46 140.213.165.83 

 
TABLE 3. ELDIRU DATASET ATTRIBUTES EXPLAINED 

Column Name Brief Explanation 
IP Client The IP address of the user's computer that sent the request. 
Log name Client The client log name from idented. 
User Client The username if the request uses basic HTTP authentication. 
Timestamp The time and date when the server finished processing the request. 
Request Line The complete request line from the client, containing the method, URI, 
Status Code and HTTP version. 
Size Response A three-digit code indicating the result of the request. 
Referrer The size of the response body in bytes sent to the client. 
User-Agent The URL of the previous page where the client clicked a link to this page. 
X-Forwarded-For Information about the browser and operating system 
Host used by the client. 
Server Name The client's original IP address if the request passed through one or 
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4.1 Log Parsing and Labeling Anomaly Scores 

Parsing the combined training data from the audit.log 
replay results and public data is the first step in the 
procedure.  A total of 528,622 items with ModSecurity 
warnings were successfully retrieved from the two log 
files.  The final training dataset consisted of 588,091 
transactions after this data was joined with 59,469 lines of 
data from the public dataset.  Based on the CRS anomaly 
score, each transaction in this training data was then 
automatically labeled as either "Normal" (0) or "Anomaly" 
(1). This produced an initial class distribution of 490,406 
"Normal" data and 97,685 "Anomaly" data.  Figure 5 
displays the results of this computerized parsing and 
labeling procedure that is based on anomaly scores. 

A potential limitation of this study lies in the use of 
CRS anomaly scores to derive initial training labels. While 
this approach enables large-scale automatic labeling, it 
introduces the risk of circular learning, where the model 
may partially learn CRS behavior rather than intrinsic 
attack semantics. To mitigate this risk, external benchmark 
datasets with independent ground-truth labels were 
incorporated during training and evaluation. 

 
FIGURE 2. OUTPUT LABELING  

4.2 Extraction of Features 

Extracting useful information from each request is the 
next step after data collection. The elbow method 
algorithm is used to automatically choose features in CRS 
rules to identify the most efficient and informative number 
of top rules. Extracting useful information from each 
request is the next step after data collection.  The elbow 
method algorithm is used to automatically choose features 
in CRS rules to identify the most efficient and informative 
number of top rules.  This function's execution results in a 
visual plot shown in Figure 3 and textual recommendations 
for the ideal number of rules shown in Figure 4. 

 
FIGURE 3. OPTIMAL VISUAL PLOT CRS RULES 

 
FIGURE 4. CRS FEATURE SELECTION SCRIPT OUTPUT 

The three feature types lexical, CRS rules, and N-
gram TF-IDF are retrieved and effectively merged into a 
single function after the ideal number of rules has been 
established.  Figure 5 displays the output of the feature 
extraction process. Using RandomUnderSampler from the 
imblearn package, the under-sampling strategy was used to 
keep the model from getting biased towards the majority 
class (Normal). 

 
FIGURE 5. FEATURE EXTRACTION OUTPUT 

 
FIGURE 6. RANDOM SAMPLING OUTPUT 

4.3 Model Construction 

 The Scikit-learn package is used to build the model 
optimization procedure, which includes class balance and 
hyperparameter search.  The TfidfVectorizer object and the 
learned RandomForestClassifier model (best_rf) are saved 
to a file using joblib as an essential last step in the 
implementation. This allows them to be reloaded without 
requiring a new training process as shown in Figure 7.  

 
FIGURE 7. OPTIMIZATION OF THE MODEL AND STORAGE OUTPUT 
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4.4 Evaluation and Comparison 

The suggested detection systems (ModSec-RF) 
performance was assessed and quantitatively contrasted 
with that of the conventional system (ModSecurity-CRS).  
To guarantee a fair and impartial comparison, the same test 
dataset (30% holdout set) was used to evaluate both 
algorithms.  Figure 8 illustrates how the ModSec-CRS 
system's assessment process, which includes replay and 
output, is implemented. The script then creates a final 
performance report that includes a confusion matrix for the 
Standard CRS system by comparing these predicted labels 
with the original labels from the test data and the result are 
shown in Figure 9. 

 
FIGURE 8. TEST DATA REPLAY OUTPUT 

 
FIGURE 9. CRS TESTING OUTPUT 

A confusion matrix, which thoroughly divides the 
classification findings into four quadrants True Positive 
(TP), False Positive (FP), False Negative (FN), and True 
Negative (TN) is the primary depiction of these data. 
Tables 3 and 4 provide the confusion matrix data for the 
ML-RF system and the ModSecurity-CRS Standard 
system in consecutive order. Table 5 provides a more 
explicit contrast with the confusion matrix computations.  

TABLE 3. MODSEC-CRS TEST DATA MAPPING 

 
TABLE 4. MODSEC-RF TEST DATA MAPPING 

MODSEC 
Predicted: 
Anomaly 

Predicted: 
Valid 

Total 
Actual 

Actual: Anomaly 621 (TP) 11019 (FN) 11640 
Actual: Valid 32 (FP) 13816 (TN) 13848 
Total Prediction 653 24835 25488 

TABLE 5. CONFUSION MATRIX COMPARISON 
Metric ModSecurity-CRS ML-RF 

Precision 95.10% 91.00% 
Recall 5.34% 72.00% 
F1-Score 10.10% 80.00% 
Specificity (TNR) 99.77% 94.00% 
False Positive Rate 0.23% 6.00% 
Accuracy 56.64% 84.00% 

From a security standpoint, the SHAP plot 
visualization validates that the model has picked up 
semantically meaningful patterns.  High feature values (red 
color) continuously push predictions in the direction of 
anomalies (positive SHAP values), with lexical 
characteristics like special_chars_count and url_length 

occupying the top places.  Strong signs were also found in 
the presence of N-grams, such as c%2 (URL representation 
for the % character), %2f (for /), and %22 (for "), which 
are often used URL encoding strategies in assaults.  An 
interpretive study was conducted utilizing SHAP (SHapley 
Additive exPlanations) to comprehend the foundation of 
the ML-RF model's decision-making.  Researchers may 
quantify each feature's contribution to the final prediction 
using this technique. In Figure 10, the analysis's findings 
are displayed as a SHAP summary plot. 

 
FIGURE 10. SHAP PLOT VISUALIZATION 

4.5 Classification and Analysis 

The last phase of this study was applying the ML-RF 
hybrid detection system to actual data after the model was 
verified and its performance assessed using publicly 
available test data in the preceding subchapter.  The goal 
of this stage was to show how the system could recognize 
and categorize possible threats coming from actual traffic 
on the Eldiru Unsoed server that had no labels at first 
(unlabeled traffic).  Approximately one million distinct 
transactions make up the dataset utilized in this 
implementation, which was produced by sampling 77 
million access.log samples.  This dataset offers a pertinent 
and realistic foundation for testing as it accurately depicts 
the system's actual operating circumstances. Figure 11 
provides a description of the categorization findings. 

By automatically scanning all CRS rule files and 
connecting each rule ID with an anomalous score 
determined by each rule's severity, this score dictionary is 
created.  Following the completion of the classification 
procedure, a second script is executed to summarize the 
output data and carry out statistical analysis.  Figure 11 
displays the results of the statistical study. The results in 
Table 7 demonstrate that the algorithm may give classic 
attacks that are obviously harmful extremely high ratings.  
The CRS Score is the main factor in both situations, 
demonstrating its usefulness as a safeguard against known-

MODSEC Predicted: 
Anomaly 

Predicted: 
Valid 

Total 
Actual 

Actual: Anomaly 8.381 (TP) 3.259 (FN) 11.640 
Actual: Valid 831 (FP) 13.017 (TN) 13.848 
Total Prediction 9.212 16.276 25.488 
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pattern risks.  In the meanwhile, Table 8 details instances 
when the ML Score plays a major role in identifying 
anomalies that nearly crossed the threshold, demonstrating 
the enhanced value of the machine learning model.  Table 
9 displays an aggregate analysis that maps all 
abnormalities found into distinct assault types. 

 
FIGURE 11. ANALYSIS OUTPUT FOR CLASSIFICATION RESULTS 

TABLE 6. FINAL DISTRIBUTION 

Classification Count Percentage 
Normal 978.456 97.86 
Anomaly 21.430 2.14 
Total 999.888 100.00 

TABLE 7. SAMPLE DATA 1 

No Request CRS 
Score 

ML 
Score 

Hybrid 
Score 

1. 

GET 
/?order_id=%27%3E%22%3Csvg%2
Fonload=confirm%28%27XSS%27
%29%3E HTTP/1.1 

85.0 7.53 92.53 

2. 
GET 
/index.php?lang=../../../../../../../../etc/p
asswd HTTP/1.1 

48.0 8.76 56.76 

3. 

GET 
/login.do?jvar_page_title=%3Cstyle
%3E%3Cj%3Ajelly%20xmlns%3Aj
%3D%22jel 
ly%3Acore%22%3E%3C%2Fj%3A
jelly%3E%3C%2Fstyle%3E 
HTTP/1.1 

40.0 8.55 48.55 

4. 
GET 
/course/search.php?search=%27%3B
SELECT%20PG_SLEEP(20)-- 
HTTP/1.1 

40.0 6.56 46.56 

5. 

GET 
/upgrade/detail.jsp?id=1%20UNION
%20SELECT%20md5(1)%20from%
20users HTTP/1.1 

30.0 9.78 39.78 

TABLE 8. SAMPLE DATA 2 

No Request CRS 
Score 

ML 
Score  Hybrid 

Score 
1. POST /xmlrpc.php HTTP/1.1 0 7.15  7.15 
2. GET /?author=1 HTTP/1.1 0 7.05  7.05 
3. GET 

/index.php?option=com_myblog
&task=../../../../etc/passwd 

3.0 4.80  7.80 

4. GET /wp-
includes/wlwmanifest.xml 
HTTP/1.1 

5.0 6.88  11.88 

5. GET /config/laravel/.env.bak 
HTTP/1.1 5.0 5.50  10.50 

TABLE 9. OWASP CATEGORIES 
No OWASP Category Count Percentage 

1. Anomaly_ML_Only 13.436 62.7% 
2. A01_Broken_Access_Control 5.542 25.9% 
3. A05_Security_Misconfiguration 1.561 7.3% 
4. A03_Injection 891 4.1% 

5. CONCLUSIONS 

This research used a hybrid detection strategy with 
success.  To create a precise and contextual Random Forest 
classification model, the procedure included lexical feature 
analysis, context from the OWASP Core Rule Set (CRS) 
rules, and N-gram representations.  Additionally, SHAP 
interpretation study verified that the model correctly learns 
the inherent features of malicious data in addition to 
relying on CRS signals. The performance of the suggested 
machine learning-based system (ML-RF) is noticeably 
better than that of the conventional ModSecurity 
implementation with CRS.  The F1-Score increased from 
10.10% to 80.00% and the recall measure increased from 
5.34% to 72.00%, demonstrating this superiority. These 
outcomes demonstrate that the machine learning method 
may create a detection system that is more effective and 
balanced overall. Applying this analysis to actual data 
yielded further results. The model's capacity to recognize 
hazards that elude rule-based detection was demonstrated 
by the fact that 62.7% of the identified anomalies were 
categorized as Anomaly_ML_Only. However, this 
discovery also draws attention to the automated mapping 
process's shortcomings and the possibility of unclear 
outcomes.  This high number could also suggest that the 
model is very sensitive to regular traffic patterns with huge 
volumes that are not well-represented in the training set, 
which could lead to false positives. The future work could 
explore robustness-oriented evaluations, including feature 
masking and obfuscation stress tests, to assess prediction 
stability under adversarial conditions. Such evaluations 
can help identify fragile feature dependencies and improve 
trustworthiness in operational deployments. 
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